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ABSTRACT

In late 2022, OpenAl released a new version of ChatGPT, a so-
phisticated natural language processing system capable of holding
natural conversations while preserving and responding to the con-
text of the discussion. ChatGPT has exceeded expectations in its

MALINKA Kam”, FIRC Anton, PEREéiNI M artin, ab.iliti.es, leading.tcu extensh:re considerations of its Potential ap-
JANUS Filip a HUINAK Ondfej. On the educational T e e e
impact of ChatGPT: Is Artificial Intelligence ready to puter security-oriented specia]jza;ion. We gather data regarding
obtain a Un/vers/ty deg/‘ee 7 In: Annual Conference the effectiveness and usability of this tool for completing exams,

programming assignments, and term papers. We evaluate multiple

on Innovation and Technology in Computer Science _ _ apers. ¥

. . . . . levels of tool misuse, ranging from utilizing it as a consultant to
Educatlon, ITiCSE. Turku: Association for Computlng simply copying its outputs. While we demonstrate how easily Chat-
Machinery, 2023, s. 47-53. ISBN 979-8-4007-0138-2. GPT can be used to cheat, we also discuss the potentially significant

benetfits to the educational system. For instance, it might be used
as an aid (assistant) to discuss problems encountered while solving
an assignment or to speed up the learning process. Ultimately, we
discuss how computer science higher education should adapt to
tools like ChatGPT.
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CULTURE MATTERS

ChatGPT banned from New York City public
schools’ devices and networks

A spokesperson for OpenAl, which developed ChatGPT, said it is "already developing mitigations
to help anyone identify text generated by that system."
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| RGzné zpusoby vyuzZiti Al

Test Fulltext Essay Programming

Copy&Paste S o S S
Interpretation S O @ o
Assistant O O e ]

Table 1: Matrix of exam categories and Al usage modes

The O / @ symbol represents whether AI was used or not for a specific
examination category. A ® indicates that the use of Al depends on the
task or question at hand (e.g. in an essay setup, AI may be used for

assistance, but sometimes it’s only needed for Copy&Paste).
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| Vysledky — absolvovani predmétu
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Figure 3: Overall scoring assessment for the various subjects
based on different examination methods with highlighted
pass mark threshold.
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| To bylo pfed dvéma lety. Kde jsme dnes?

o Cisla utésené rostou — jak sluzeb, tak
veédeckych ¢lanku

e Vice sluzeb (a jejich vétsi kvalita) e Detekcni nastroje zacinaji fungovat
e ChatGPTv4 e Grammarly text detector
e Google Gemini (formerly Bard) e Quillbot
e Microsoft Bing nebo CoPilot e GPTZero
e Perplexity e ZeroGPT
e Grok

e A mnoho dalsich...
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| Je tfeba provést zmény ve vyuce? l

e ANO

e Prevence

e Jednim z hlavnich rizik je ztrata kreativity a to, ze studenti zacnou pouzivat umélou inteligenci, i kdyz nemaji
zakladni znalosti

e Mnohé studie vSak potvrzuji, Ze sami studenti si to ¢asto uvédomuji a ¢asto maji veétsi zabrany pouzivat Ul ve
vyuce

e Detekce

e Situace se vyrazné zlepsila

e QOsvojeni
e Vizdale...
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| Aktualni vyuZiti |

’

e Bézné pouzivany nastroj pro mnoho studentd, ale i pedagogti

e Vyhnuti se opakovanym c¢innostem a usetfenou energii vénovat navrhu kreativnich reseni
e Rutinni pouzivani Al jako pomucky pri prekladu do jinych jazyku

e Pro brainstorming (mate pét ndpadu a pozadate o pridani dalsich tfi relevantnich)

e Pro zlepsSeni kvality vlastnich textud

e Pokud ma text urcitou kvalitu, mize student pomoci Al zkontrolovat jazyk, upravit stylistiku nebo
zaclenit klicova slova

e Jako nastroj konzultacni pomoci - pokud studenti potrebuji vysvétleni nebo doplnujici informace
nebo se rychle zorientovat v nové oblasti

e Pomérné Casto dostanou pomérné podrobné odpovédi, véetné odkazu na pfislusné pravni predpisy,
technologie nebo ramce, coz ¢asto vede k hlubSimu pochopeni tématu
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| Hlavni sméry védeckého zajmu ve 2024

e Posouzeni vykonnosti, schopnosti a omezeni systému LLM
e Clanky o pozitivnich a negativnich dGsledcich pro vzdélavani

e Analyza jednotlivych vzdélavacich technik:
e Vyuziti LLM k analyze feSeni studentl a poskytovani zpétné vazby
e Vyuziti LLM k tvorbé vyukovych materiadlQ, napfiklad programovacich cviceni
e Studium interakci mezi programatory (véetné studentd ) a LLM
e Studium vnimani technologie studenty
e A mnoho dalSich...
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Potrebujeme tedy upravit vystupy z uceni nebo jen zpusob
vyuky?
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| Osvojeni a kreativni pozitivni vyuziti LLM I

e Zaclenéni do vyuky (studenti se s Al stejné setkaji v praxi)

e Asistent pro studenty

e Stydlivi studenti mohou klast hloupé otazky - je to pro né pohodInéjsi nez mluvit s ucitelem nebo
ostatnimi studenty v tymech

e Vzdy k dispozici

e Prostredek k urychleni vyuky (learning)
e ...avyuky (teaching)

e Napr. urychluje vyklad - je mozné vynechat nékteré detaily, které si studenti zjisti sami
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| Co je tfeba zvaiit pfi osvojeni?

e V soucasné literature jiz existuje spousta osvédcenych postupu

e Napfr. priklad vyuky Systému fizeni bezpecnosti informaci (ISMS):
e Prvni faze ukolu bez Al - nejprve samostatné, pak diskuse s ostatnimi studenty
e Druha faze - opakovani s Al pro rozsSireni rozsahu (poskytuje normy a ramce, dalSi ndpady atd.).

e Analyza dopadu na bezpecnost by méla byt nedilnou soucasti aplikaci umélé inteligence ve
vzdélavani!

e Existuje rada rizik:
e Bezpecnostni rizika ve vzdélavacim procesu
e Bezpecnostni rizika etickych omezeni
e Bezpecnostni rizika ochrany soukromi dat
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| Perspektivy do budoucna

e Personalizovana vyuka a uceni

e Al ucitel s umélou inteligenci (s tvari a
hlasem matky ditéte nebo oblibeného
ucitele?)

e Al asistent nejen pro zaky se
specifickymi potrebami

e VeétsSi rozmanitost vyukovych
materialu (pripravenych pomoci Al)

e Nova generace automatického
hodnoceni zdku nové generace

UAE working on ‘GPT-powered Al
tutors’ to transform education

Ahmad Al Falasi tells educators that country aims to adopt trailblazing technology
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| Lze se inspirovat v zahranici

©0AA

Maintaining quality and standards in
the ChatGPT era: QAA advice on the
opportunities and challenges posed by
Generative Artificial Intelligence

QAA ve Velké Britanii

asing use of Generative Artificial Intelligence tools in higher education -
MEMBERSHIP 50 applicable in further education. Our focus here is the use of these tools
5. It builds on our initial briefing paper for providers - The rise of artificia
d potential risks for academic integrity - published in January 2023. This
ncerned with the immediate challenge for academic integrity if students
put of Generative Artificial Intelligence tools as their own work. It focused

= s providers could take to support the academic integrity of existing
u a I t o m a s s ademic standards and inform future practice.
the technology evolved, but there has been considerable refiection and
nd how these tools might be used to support academic programmes
egrity of awards. This approach is preferable to trying to ban the use
ot only have Generative Artificial Intelligence tools rapidly become

) their use is fraught with difficulty - an issue explored in this very helpful

of this advice
@ ' AA advice to universities and colleges (hereafter, providers) on how to
[

Navigating the complexities of the artificial

. . . . . February 2024
intelligence era in higher education

e of these debates in more detail, especially around:
al policies to support digital artificial intelligence literacy
and accessibility for students

Welcome to the seventh edition of Quality Compass - QAA's publication exploring current topics to help you e

navigate future challenges and potential opportunities. rtterm upon awards and progression.

This issue, edited by Professor Karen Heard-Laureote, Higher Education Consultant, considers implications
of Generative Artificial Intelligence (here after Gen Al) for the UK higher education (HE) sector, where the
challenges lie and how they might be addressed. Refiections from a range of colleagues highlight the
opportunities presented by Gen Al and how it could be harnessed to help address some of HE's stubborn
issues. A list of the contributors to this issue can be found at the end of this document.




| Dekuji za pozornost

Kamil Malinka
malinka@fit.vut.cz

Security@FIT
https://www.fit.vut.cz/research/group/security @fit/.en

Dny vzdélavaci Cinnosti vysokych Skol 6.9.2024 I


mailto:ifirc@fit.vut.cz
https://www.fit.vut.cz/research/group/security@fit/.en

| CTF #1 : Obfuscated JS [

e function xy(_0x241595){var
_0x139a9a={};_0x139a9a['\x66\x65\x74\x74\x43']=function(_0x45eabb, 0x48c6fd){return
_0Ox45eabb<_0x48c6fd;}, 0x139a9a['\x4e\x62\x77\x77\x67']=function(_0x27bd8c, 0x445737){return
_0x27bd8c+ 0x445737;};var _Oxlbe7bc= 0x139a9a, Ox2clcfa=[];for(var 0x26d04d=0x5%*-
0x89+0x157*0xb+-
0xc10;_Ox1be7bc["\x66\x65\x74\x74\x43'](_0x26d04d, 0x241595["\x6c\x65\x6e\x67\x74\x68']); 0x26d0
4d++){ 0x2clcfa["\x70\x75\x73\x68'](_O0x1be7bc["\x4e\x62\x77\x77\x67'](_0x241595[ 0x26d04d],-
0x3*0xc1d+-0x3*-0x9c5+-0x1*-0x709));}return _0x2clcfa;}
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| CTF #1: Chat GPT - results |
ChatGPT

The given code defines a JavaScript function named 1xy that takes a parameter _0x5c3ffd. Here's a breakdown of what the code
does:

1. Itinitializes an empty object _0x5e264d.

It adds a property to the object _0x5e264d with a key \x78\x4d\x69\x44\x7a (which is equivalent to the string "xMiDz")
and a value that is an anonymous function.

N

3.  The anonymous function takes two parameters _0x36ce1d and _0x505c80 and returns the sum of these two parameters.
a. It assigns the object _0x5e264d to the variable _9x355ed5.

5. Itinitializes an empty array _0x2c4dec?.

6. It starts a loop with the variable _0x409a29 set to -0x1 * 0xf61 - 0x19f9 + 0xa98 (which results in a specific number).

7. The loop continues as long as _0x409a29 is less than the length of the array _0x5c3ffd.

8. Ineach iteration, it takes the value at index _0x409a29 from the array _0x5c3ffd and adds it to 0x20f5 - 0x52b * 0x3 - 0x3075
(which results in a specific number). The result is then pushed into the array _0x2c4ec?2.

9.  After the loop finishes, it returns the array _0x2c4ec?.

In summary, the 1xy function takes an array _0x5c3ffd, performs a specific mathematical operation on each element of the array,
and stores the results in a new array _0x2c4ec?2. The final array is then returned by the function.
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